
 
 

 
 
 
 
 
7/7/2014 
 
Recently, there has been an increase in Town of Herndon residents falling victim to phone scams.  There 
are a variety of scams which ask victims to immediately pay money using pre-paid debit cards such as 
Green Dot or MoneyPak cards to avoid further fines or punishment.  The callers are often demanding, 
forceful, and intimidating.  They will often state very specific information which can make the scam 
seem credible.  Always be cautious when you receive a phone call asking for immediate payment in this 
form. 
 
Examples of previous phone scams include: 

 A caller claiming to be from Dominion Power threatens that the victim’s power will be shut off if 
money is not paid immediately 

 A caller claiming to be with the U.S. Government, or a specific government agency, states that 
there is an issue with the victim’s immigration status and insists the victim must pay to resolve 
the issue or they will be arrested 

 A caller claiming to be with a local police department threatens that there is a warrant for the 
victim’s arrest and they must pay to have the warrant removed 

 A caller claiming to be with a local police department or sheriff’s office states that the victim 
failed to appear for jury duty and must pay a fine to avoid arrest 

 A caller claiming that the victim won some type of scholarship, sweepstakes, or contest.  In 
order to receive the money, the victim must pay a fee to begin the process and accept the prize 

 A caller claiming to be with the IRS states that there was an issue with the victim’s taxes or that 
the victim did not file their taxes and must pay 

 
This list is not all inclusive and scams constantly change, but the common factor among phone scams is 
the use of pre-paid debit cards for immediate payment.  If you ever receive a call of this nature and are 
unsure of its validity, you can contact the business or agency the caller is claiming to be from to verify.   
 

DO NOT SEND ANY MONEY TO THESE CALLERS! 
 
Please report all fraud and scams to the Herndon Police Department by calling the non-emergency 
number 703-435-6846. 
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